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ABSTRACT

Water utility companies face increasing economic and envi-
ronmental pressures to optimise their infrastructure, in or-
der to save energy, mitigate extreme weather events, and
prevent water pollution. One promising approach consists
in using better distributed control (smart systems) in water
networks. These systems are however difficult to build, and
go well beyond the traditional expertise of water companies.
In this paper, we argue therefore for a middleware-based
approach to the construction of smart water systems. We
focus more specifically on waste water systems, and review
the challenges and potential approaches available to water
companies. Using this analysis we then propose a high level
architecture of a potential waste water middleware.
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D.2.8 [Software Engineering]: Metrics—complezity mea-
sures, performance measures

General Terms

Distribution
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1. INTRODUCTION

In most developed countries, water infrastructures and
services play a critical role in protecting the public health,

and preventing damages to human and natural environments.

Water infrastructures are well known for delivering drink-
water, but they also play a key role in providing irrigation to
agriculture, limiting water-based pollution, and mitigating
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extreme weather events such as floods and droughts. Manag-
ing, maintaining, and updating these infrastructures is, how-
ever, costly and complex. Water infrastructures are heav-
ily distributed (over several 10,000 km? in some instances),
include a large range of equipment (pipes, pumps, sewers,
vanes, treatment plants, controllers), and have often been
constructed over several decades, sometimes going back as
far as Victorian times (1837 - 1901).

As environmental regulations progress, water consump-
tion surges (mainly due to population growth), and energy
costs rise, water companies are under increasing pressure
to update and improve the management of their infrastruc-
ture. One promising plan is in using better control sys-
tems (“smart” systems) to reduce operational costs and im-
prove services. Such systems rely on control theory (fuzzy
logic, decision trees), wireless sensors and actuators net-
works (WSANs), and better models to achieve their aims.
Unfortunately, in spite of some promising starts [10, 13], few
of these systems are deployed in production today. One rea-
son, we argue, is the lack of an appropriate integration plat-
form (a “middleware”) tailored towards the water-industry.

In this paper, we focus specifically on the case of wastewa-
ter systems. We discuss the current needs of such systems in
terms of control, distribution, and integration, based on our
current work with Anglian Water; one of the largest water
utility companies in the United Kingdom. We then review
potential solutions and current approaches to these prob-
lems, with a focus on fuzzy logic control. We finally propose
some research avenues for the development of a modular and
incremental middleware for distributed wastewater control.

2. BACKGROUND

Wastewater networks are complex infrastructures that com-
bine civil engineering works (sewers, basins, reservoirs), hy-
draulic actuators (pumps, gates, valves), sensors (water lev-
els and flows, toxins, gasses), and control devices (Programm-
able Logic Controllers). The control logic uses in wastewater
networks is very simple, often relying on fixed threshold val-
ues to trigger behaviours (e.g. switching a pump on or off),
but more advanced control techniques are now being consid-
ered, with fuzzy logic a promising candidate [11]. In the fol-
lowing, we describe in detail the structure and constituents
of a wastewater network (Section 2.1). We then provide a
quick introduction to fuzzy logic, and explain how it applies
to the control of wastewater networks (Section 2.2).

2.1 Wastewater systems

A wastewater infrastructure is usually organised in catch-



ments. Each sewer catchment consists of a connected net-
work of sewer pipes that collect sewage in an area and bring
it to a treatment plant or a discharge point. The number of
catchments managed by a water company can be substantial
and, taken together, can cover an extensive area. Anglian
Water for instance collects waste water from about 6 mil-
lions customers through 1,100 waste water catchments over
an area 27,500 km? in the East of England.

Many sewer catchments use a combined sewer system which
collects both wastewater from households and storm water
during rainfall. A combined sewer system must have enough
capacity to process a large range of water inflows. This large
capacity is needed to prevent toxic flooding in case of heavy
waters (wet weather conditions), but also to avoid high con-
centrations of toxic substances if the rainwater is insufficient
(dry weather conditions).

Mere gravity is usually insufficient to transport water in a
sewer catchment. A catchment is therefore often equipped
with a set of pumping stations that transport wastewater
over an elevation, so that it can continue to flow under the
effect of gravity.
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Figure 1: Schematic of a wet well

A pumping station is built around a wet well (Figure 1),
an underground reservoir that acts as a buffer for incoming
water from a main sewer pipe. A wet well is usually equipped
with 2 to 3 pumps: a duty pump, an assist pump and, in some
critical wet wells, a storm pump (see [11] for more details of
pumps).

The pumps of a wet well can be switched on and off,
and must be controlled to process the incoming water, while
minimising energy consumption, and optimising the pumps’
lifetime. The opportunities for energy consumption are sub-
stantial, as energy costs constitute a substantial part of the
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Figure 2: Anglian Water’s energy costs (£60m)

operational budget of most water companies [11]. Anglian
Water for instance spends about £60 million pounds in en-
ergy yearly, with £32 million was spent on wastewater op-
erations, of which £9 million on wastewater networks (Fig-
ure 2). Similarly, unexpected pump failures can have drastic
consequences, possibly leading to the flooding of pollutants.
Finally, although this is rarely implemented at the moment,
an advanced control of pumps holds the promise of min-
imising adverse events known as Combined Sewer Overflows
(CSO for short), which are tightly regulated, and can carry
heavy financial and environmental consequences.

A Combined Sewer Outage occur when the capacity of
a combined sewer system is exceeded, usually as a result
of heavy rainfall. Sewer networks are in this case designed
to discharge some the excess water directly into the envi-
ronment (river, lake or sea) without treatment. A better
handling of pumps during (short) heavy rainfall could in
principle mitigate CSO by better utilising the buffer capac-
ity of wet wells.

2.2 Fuzzy logic control

In spite of the potential benefits of better control in com-
bined sewer systems, most pumping stations are handled
today by a basic logic, embedded in a Programmable Logic
Controller (PLC) installed in the station. The PLC uses
input from ultrasonic sensors to activate each of the pumps
according to hard-coded water levels.

Any improvement on this basic approach should fit the
needs of the water industry: It should have a low total cost
of ownership, due to the large number of pumping stations to
be equipped (Anglian Water for instance manages approxi-
mately 4,500 pumping stations which have 12,500 pump sets
all together); it should be robust to unexpected events and
failures; and should be easily portable to different stations
with little deployment and tuning efforts.

2.2.1 Principles of fuzzy logic

Fuzzy logic meets most of these needs, and is one of the
solutions currently researched by Anglian Water [11]. Fuzzy
logic extends traditional Boolean logic with continuous truth
values between 0 (false) and 1 (true), rather than just 0
and 1. In control, a fuzzy logic approach usually starts
by a fuzzyfication step, in which the inputs of the control
system are processed through a set of fuzzy membership
functions [9, 7]. For instance, if one of the inputs is the
water level in the wet well, Figure 3 shows the truth value
of the three fuzzy predicates LOW_LEVEL, MEDIUM_LEVEL,
and HIGH_LEVEL. For a water level of 1.25 meters, the truth
value of LOW_LEVEL is 0.75, that of MEDIUM_LEVEL is 0.25
and that of HIGH_LEVEL is 0.

The control part of a fuzzy-base control logic typically
takes the form of fuzzy rule-based inference systems, FRB
for short. An FRB uses a set of if-then rules to encode
the actions the system should take, depending on its input
predicates, for instance:

if LOW_LEVEL and HEAVY_RAIN then ASSIST_PUMP_ON

The if parts (the antecedent) of all rules are evaluated in
parallel, using a fuzzy semantic for Boolean operators (e.g.
z and y is usually interpreted as min(z,y)). The resulting
truth values are then used to compute the then part (con-
sequent) of each rule, in a way that differs depending on the
type of FRBs considered.
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Figure 3: Fuzzy membership functions

In the simplest case (known as Mamdani FRBs), the con-
sequent and antecedents are used to determine a fuzzy mem-
bership function for the whole FRB through an implication
and an aggregation step. This function computes how the
truth value of the whole system varies with the output vari-
ables (in our case the switching states of the pumps) for the
observed input (the water level).

The final stage consists then in transforming this system-
wide membership functions into actual control values (which
pumps to switch on/off), known as the defuzzyfication step.
This last step usually seeks to maximise the average truth
value of the system, while taking into account the many-
value logic captured by the FRB.

Although all FRB follow the above steps (fuzzyfication,
implication, aggregation, defuzzyfication) variations point are
numerous. First, Mamdani inference systems are only one
type of FRBs, with Tagani-Sugeno FRBs another important
alternative. Tagani-Sugeno FRBs use linear combinations
of antecedent truth values in the implication and aggrega-
tion steps to directly provide an output value for control.
Within the Mamdani family itself, many variants exists de-
pending on the semantic of the fuzzy operators (maz being
one option only for and for instance), and the detail of the
aggregation and defuzzyfication steps.

Besides the above design choices, the quality of control
delivered by an FRB strongly depends on the design of its
input membership functions. Here again several approaches
exist: A basic approach consists in relying on expert knowl-
edge. More advanced strategies are however often taken
that use optimisation to search for an optimal set of mem-
bership functions maximising particular quantities (energy
consumption, pump lifetime, risk of CSOs). This optimisa-
tion usually occurs off-line using historical data, but recent
works have been proposed to optimise membership functions
dynamically based on the system’s feedback [12].

2.2.2  Fuzzy logic at Anglian Water

Anglian Water have started experimenting with fuzzy-
logic to optimise the energy consumption of one pumping
station in dry weather condition [11]. The approach uses a
Mamdani FRB to switch the pumps of the wet well on and
off depending on the wet well’s water level, the flow of water
coming in, and the current electricity tariff (night or day).
The input membership functions are configured off-line on
historical data using a genetic algorithms to optimise the
energy consumption, while minimising pump switching (a
factor of premature wear).

This early system was shown to deliver energy saving of
between 2 and 2.5%, a promising start which is now being

refined by Anglian Water (at present, it is over 6%).

2.3 The need for middleware

Although Anglian Water’s experiment with fuzzy logic
control is promising, most of the benefits of more advanced
control require a distributed design [13, 10]. In particular, a
more fine-tuned approach to pump control is only possible
with more coordination and more distributed data. Min-
imising CSOs for instance will require the coordination of
several pumping stations in a catchment, and the use of
more sensed data obtained from wireless sensors in the pipe
themselves.

Designing an implementing such distributed solutions go
beyond the expertise of most water companies, and requires
to blend in both distribution and control concerns. Because
sewer infrastructures are long-lived systems (many decades),
any solution also needs to allow incremental changes and
updates, both in terms of hardware and software, while pro-
viding enough flexibility to be adapted to the specifics of
each individual deployments.

All these constraints suggest the need for a modular plat-
form providing both distribution and control to water utili-
ties while insulating them from the intricacies of WSN/PLC
integration, multi-station coordination, sensor value sam-
pling, and fail-over techniques. In the following section, we
review the state of the art in terms of middleware for wa-
ter networks before analysing the research challenges arising
from these early attempts (Section 4), and sketching a pos-
sible architecture for such a platform (Section 5).

3. EXISTING PLATFORMS

We now review existing systems that address some of the
problems discussed on the previous section. We discuss
SCADA, SWATS, PIPENET and other new research ideas
that are emerging and what each system’s strongpoints and
weakpoints are in our context for a controllable distributed
system.

3.1 SCADA systems

A type of communication system that is being used within
the waste water and oil industries is SCADA (Supervisory
control and Data Acquisition) [15][13]. SCADA systems
are typically centralised systems where sensors (sensing data
from actuators) sends all the data to a central head quarters
where a human operator monitors the data which presents it-
self as alarms. Communications within the SCADA network
involves using radio, POTS (Plain Old Telephone Service)
leased lines, cellular (GSM) or sattelite communications.
Unfortunately, SCADA has several shortfalls [15] which is
that the equipment is expensive (proprietary technology),
unscalable, suffers from high latency in sending data, inflex-
ible in software use, and unable to be fully distributed as it
is a centralised architecture. Yoon et al [15] have proposed
and developed a system which is specifically built to moni-
tor high pressure water, waste water, and oil flows though it
does offer some advantages over SCADA and offers insights
in proposing a system suitable for the wastewater industry
and to control flow of wastewater from the wet wells.

3.2 PIPENET

PIPENET [14] is a WSN network that was tested within a
22 month trial period in Boston, US, that monitor pipelines
to detect, localise and quantify bursts and leaks in water
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Figure 4: Simple SCADA diagram in the water util-
ity industry

transmission pipes and the monitoring of water levels in
sewer collectors and CSQO’s. The system also reports anoma-
lies in pipelines such as blockages and malfunctioning con-
trol valves and also monitors levels in sewer collectors. The
deployment that consists of Intel Mote platform [1] is a cen-
tralised network where data is sent from the nodes to the
backend servers and require substantial computing power.
Although PIPENET has support for high data rate time
synchronized data collection, it can not support high levels
of local data processing as the motes are specifically de-
signed for this application. The motes [14] consist of an
ARMT core, 64kB RAM, 512kB Flash memory and a blue-
tooth radio that are deployed on the first tier which is the
sewage pipe system, the 2nd tier is the gateway which is es-
sentially the head of a cluster of motes and sends data from
the motes to the backend via GPRS or EDGE. The third tier
is the backend where the data is recieved from the gateway
and data is stored for offline analysis. Although PIPENET
was an approach to replace SCADA, PIPENET lacks the
facility to provide in-network processing algorithms and we
shall look at into an alternative [15] which we will discuss in
(Section 3.3).

3.3 SWATS

We have seen that SCADA and PIPENET are two sep-
arate systems but has its weaknesses. Yoon et al [15] has
been involved in the development of an emerging applica-
tion called SWATS (Steamflood and Water flood Tracking
System). Previously, the SCADA system had the role of de-
tecting anomalies and identifying the locations of problems
(e.g. leakage or blockage in pipes), and now, a fully dis-
tributed approach (SWATS) is realised as it addresses the
shortfalls of the SCADA and PIPENET systems: it is low
cost, low latency, fine granular coverage, highly accurate and
reliable. In SWATS, WSN nodes are cheap to acquire and
are able to collaborate with other nodes to improve correct-
ness: a method known as multi node - multi modal that
detects leaks or blockages within the pipe network by com-
paring data from other nodes, and exploits temporal and
spatial correlations from past sensor readings by means of a
Decision Tree Algorithm (DTA). We will briefly explain the
details in (Section 3.4.1).

3.4 Past research and development

The challenges that are current in distributed systems
range from communications, radio signal failures to hard-
ware resource limitations on the actual sensor motes. There
have been attempts by researchers to develop heterogeneous
WSN systems and middleware software that is able to per-
form in a prescribed environment. Such environments can
be oil fields where sensors takes data samples of the health
of an oil pipe to a water catchment where ultrasonic sensors
are used to monitor water levels within a wet well.

3.4.1 Fault tolerance in sensor data

Marin-Perianu et al [8] highlights that a single sensor
will not guarantee reliable data received from sensor inputs.
SWATS addresses this problem using a Decision Tree Algo-
rithm to make comparisons over which alarm to trigger and
hence avoid false alarms. To determine the causes and the
health of a pipeline, the DTA uses historical data stored in
the central database and from the reported events from the
other neighbouring nodes and information to the proximity
to the equipment in question. D-FLER [8] is a distributed,
general purpose reasoning engine for WSN. This approach
uses fuzzy logic to make comparisons with observations with
neighbourhood nodes for detecting events and produces a re-
liable and accurate result. D-FLER was confined within a
fire prevention network simulation with promising results as
false fire alarms was less than 2%.

3.4.2 Other Middleware

In terms of middleware, Igbal et al [6] proposes a mid-
dleware that is designed to monitor large scale water distri-
bution systems. The system itself is event driven (such as
leaks, pipe burst, contamination and security), specialised
and reconfigurable. The author Rocha, et al [4] proposed a
semantic middleware for an Autonomic Wireless Sensor Net-
work (AWSN) with the vision of being applied to Structural
Health Monitoring applications (SHM). Although its main
focus is in SHM areas, it can be used for other areas such as
ambient intelligence, habitat monitoring and fire detection.
It uses the concept of fuzzy logic to create fuzzy rules in
order to compose a knowledge base for the domain.

We have seen three different types of systems and some
other proposals. Although researchers are stressing the need
for modular and flexible middleware for existing infrastruc-
tures, such as in our case, the waste water industry, we have
still not observed research that focuses on these properties
with the addition of control.

4. CHALLENGES IN WASTEWATER DIS-
TRIBUTED SYSTEMS

There are several key challenges in distributed systems
that range from the lowest communication physical level to
the application level where a software system requires to be
heterogeneous with hardware motes.

4.1 Real time control

Schutze, et al [13] relates that with today’s available tech-
nology and methodologies, it is possible to allow real time
control (RTC) of urban wastewater systems. RTC is a de-
sirable property in wastewater systems as it allows a better
control when problems happen. For example, if a wet well
is flooded, the central control would like to know of this



situation on the moment it (ideally < 1 minute) otherwise
an area would be flooded without the operator’s knowledge.
The author also emphasises that there is a need for clear ter-
minologies in RTC so that scientists and experts from other
domains can collaborate when developing an RTC system.

4.2 Decentralisation, sensor accuracy and de-
ployment

At present, Anglian Water have a centralized system which
is not fault tolerant as the central computer manages all
communications and there is a single point of failure. Hav-
ing a decentralized solution eliminates a system wide failure
if one single component would fail.

A key challenge in Anglian Water is to reduce the rate
of false alarms that go through the main system as human
operators can not be scaled to monitor thousands of alarms
being logged. In section 3.3, Yoon, et al [15] worked on
DTA where nodes collaborate with each other to reduce false
alarms. Fault tolerance is a topic discussed in section 3.4.1
as it was stated that no single sensor is completely reliable.

Deployment of sensors is usually done in difficult or haz-
ardous areas such as sewer systems and wet well chambers.
Some reasons to physically access a sensor include replacing
batteries, or replacing the unit, thus it is desirable that the
nodes deployed requires as little human intervention as pos-
sible as in our case study, the sensors will be deployed in the
afore mentioned areas.

4.3 Distributing intelligence across sensor motes

Ostojin’s [11] results are promising for a small scale catch-
ment area. However there is no mention of how such a sys-
tem could scale up to a catchment that has more than five
pumps in future work. There is concern that because Mam-
dani rules have to be created manually, it can add extra
burden on the domain expert. Furthermore, the rules given
are computationally expensive which means that a small
WSN mote will not have the CPU capability to process the
rules, hence there is a possibility that a hybrid approach in
distributing intelligence is required to process hard calcula-
tions.

S. TOWARDS A MIDDLEWARE FOR WASTE

WATER NETWORKS

We now explore how a middleware framework for smart
waste water networks might look like, on the basis of our
previous discussion. We propose a component-based de-
sign, a software technology that has been shown to work
well for embedded distributed systems [3, 5]. A key goal of
our design is to deliver a white box middleware that can be
changed and adapted easily by potential users (e.g. water
utility companies) to fit their own needs, while providing
high-level abstractions suited to waste water networks.

5.1 Physical architecture

The physical organisation of the system is shown in Fig-
ure 6. The system is organised in three levels: headquarters
(central box), catchment areas (left and right), and pump-
ing stations (smaller boxes). This choice reflects the need
to integrate legacy alarm and CRM (Customer Relation-
ship Management) systems in use in many water compa-
nies. These systems are typically hosted centrally, at the
company’s headquarters, and need to be fed with informa-
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Figure 5: Envisaged high level distributed smart
system

tion from the field. Water companies further need to log the
activity of their network for audits and historical analysis, a
function usually performed by a large central database.

In our envisaged design, each pumping station is equipped
with a controller in charge of managing the station’s pumps.
Stations communicate with each other and with sensor nodes
deployed in the sewer pipes using low-band VHF, with one
station elected at the coordinating lead for each catchment.
The sewer sensors provide readings on the current water
levels and inflows in the pipes which are sent to the station’s
controller. Status updates and alarms from a catchment (e.g
a node running low on power or lost connections with a node)
are sent back to the headquarters for processing.

5.2 Middleware architecture

Our envisaged middleware architecture is hierarchical and
mirrors the physical organisation we have just described. It
is organised in three main layers, shown in figure 6. The
first layer provides connection with the centralised back-end
system, where alarms and system status data are logged.
Logged alarms are processed by human operators who coor-
dinate field interventions. The second layer is decentralised
coordinating the pumps and actuators within a catchment
area, and reports alarms and equipment status data to the
first layer thus allowing operators to remote control pumps
and sensors from the headquarters (if required). The sep-
aration between the two layers is needed to accommodate
the typically poor quality of communication links between
a company’s headquarters and its catchments. In the case
of Anglian Water, this communication is currently provided
by GPRS links, with one third of the links usually failing
temporarily in wet weather conditions.

Finally, the third layer works at the level of a pumping sta-
tion. It manages the readings provided by sensors deployed
in the pipes, and provides them to the station’s controller.
These readings are fed into the controller’s fuzzy engine to
control the pumps, and trigger alarms.

5.3 Controller component layer

All layers are component-based. For place reasons we only
describe the organisation of the controller layer shown on
Figure 7. This figure shows the component structure of the
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Figure 7: Component diagram at the controller layer

controller of each pumping station. Boxes represent compo-

nents; edges ending with a circles are provided interfaces;

edged ending with a semi-circle are required interfaces.
The server component listens for and serves requests from

distant nodes (other controllers, headquarters, sensor nodes).

The input types received can be registering a node, receiv-
ing antecedents (or inputs) for one of the fuzzy rule base
system (Mamdani, TSK) or requesting a status update as
the main head centre polls the controller. Following a client
- server pattern to serve different components, the micro
protocol stack provides desirable non-functional properties
such as security and fault-tolerance [2]. The controller client
forms the messages by combining inputs from the conse-
quents which are the output of one of the configured fuzzy
rule base systems and the properties of the message from
the microprotocol stack. The registry component has the
responsibility of checking whether the nodes are reachable.
If a node is not reachable, an alarm is generated and it is
sent via the trigger sub component to the main head centre
so that the alarm is logged into the system.

The fuzzy-based engine itself is component-based, to max-
imise reuse, allow change and evolution, and provide good
portability between different hardware platforms.

6. CONCLUSION

In this paper, we have discussed some the challenges in-
volved in developing better distributed control systems for
“smart” waste water networks. Our findings argue strongly
for the development of a middleware-based approach to help

the water industry design, deploy and maintain these sys-
tems. To support this claim we have presented an early
component-based design of such a middleware that we now
plan to prototype on a real field deployment in the near
future.
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